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a b s t r a c t

A successful design, deployment and operation of biometric systems depends highly on the results for
existing biometrical technologies and components. These existing technologies as well as new solutions
need to be evaluated on their performance. However it is often forgotten that the biometric (iris, finger,
face e.g.) is only one part of a fully deployed application. As biometric (sub)systems are often not
designed with security and or privacy in mind, system integrators will need to address the requirements
of the deployed application in this light. The fears and concerns of a significant segment of the user pop-
ulation need to be addressed as early as possible in the design process, to ensure that appropriate mech-
anisms are in place to reassure such users. These concerns may relate to privacy or to safety issues, which
may be addressed in part through legal and regulatory measures.

This article discusses the requirements, design and application scenario’s of biometrical systems in
general and the introduction of a new biometrical passport in The Netherlands in particular. On the one
hand it is based on one of the authors’ (BS) lecture notes of the Second International Summer School on
‘‘Biometrics for Secure Authentication”, Alghero (IT), Summer 2005 (The summer school is co-organized
by the BioSecure network of Excellence in Biometrics and supported by the European Biometrics Forum).
On the other hand it is based on the other authors’ (BJ) experiences as external advisor of the Ministry of
Internal Affairs in The Netherlands – which is responsible for the introduction of the new passport.

� 2008 Elsevier B.V. All rights reserved.
1. Introduction

In our networked society one of the most crucial questions in
many transactions or engagements is the identity of the entity
(person) with whom the transaction is being conducted. Histori-
cally our acquaintances are very much local: personal relation-
ships, face-to-face contract signings, notaries, and third party
counsels are used to help establish trust in our communications.
As a result of ongoing globalization and the shift to electronic
transactions and documents, advanced electronic and secure mea-
sures to authenticate before engaging in the exchange of informa-
tion, goods, and services is required.

Biometrics is a key fundamental security mechanism, which
links the identity of an individual to a physical characteristic or ac-
tion of that individual, using methods which focus upon the indi-
vidual variations between members of a given population.
Possibilities that are being exploited include fingerprints, facial
recognition, speaker verification, dynamic signature recognition,
iris and retinal scanning, hand geometry and keystroke dynamics.
Biometrics can be used as an accurate electronic identifier making
ll rights reserved.
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it a powerful tool for contemporary authentication processes,
offering convenience to the user, not having to remember a pass-
word or PIN or carry a passport, although the use of these as sup-
plementary authentication mechanisms or a back-up in case of
failure of the biometric is needed in many applications.

The number of biometrical applications [6] is fast growing, with
a major part of the biometrical systems being governmental appli-
cations seeking for higher accuracy and security in the verification
of citizen identity as can be seen from Fig. 1. In 1997 Bill Gates
envisaged in PC WEEK Online October 8: ‘‘Biometric technologies
– those that use human characteristics such as fingerprint, voice
and face recognition – will be the most important IT innovations
of the next several years.” In fact the introduction of a biometrical
passport by the European Union, August 2006, can be regarded as
one of the largest IT operations in the Union so far. Possible Achil-
les heel is the security of the proposed technology and possible
misuse of the identity information (privacy).

In this paper we will elaborate on the strengths, weaknesses,
opportunities, and threats (SWOT) of a typical biometric applica-
tion, namely the biometrical passport as introduced by the EU on
August 28, 2006. This paper is organized as follows. In Section 2
we will explore the fundamental components of a biometrical sys-
tem, followed by a more elaborated view on finger and face recog-
nition and multi-modal biometrics in Section 3. Section 4 discusses
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Fig. 1. Growth of biometrics for several application scenario’s. (Source: International Biometrics Group.)
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the choices made by the introduction of a biometric passport in
The Netherlands w.r.t. privacy and security, followed by a discus-
sion and conclusions in Section 5.

2. Biometrical systems

A biometric system consists of several components: sensors to
capture the presented biometric, feature extractors to compute
salient features from the input signals, a matcher which compares
the different features and a decision module, responsible for
accepting or rejecting predefined hypotheses, see Fig. 2. A biomet-
ric system can be designed to use one of two possible hypotheses
[9]: (a) the submitted sample is one of an individual known to the
system, or (b) the submitted sample is not known to the system. In
almost all applications some form of ID (name, account number,
age, etc.) is linked to the biometrical template of the specific user.1

Biometrics can be used for authentication in two ways: identifi-
cation and verification. In systems for identification, database search
is crucial and needed. A user presents a not necessarily known
sample of his or her biometrics to the system. This sample is then
compared with existing samples in a (central) database. Verification
differs from biometric identification as it does not necessarily need
a database search to match the presented biometric trait. A user
claims an identity; the system verifies the identity by comparing
the presented biometric trait by a stored biometric template in
the system. If the similarity is sufficient according to some similar-
ity measure, the user is accepted by the system.2
1 This is important to state, as this choice is sometimes not taken into account,
excluding the possibility of linking a template to a key or pin (anonymous
biometrics).

2 A typical application is the border crossing for frequent travelers, see Fig. 5, at
Schiphol Airport: Privium, see http://www.schiphol.nl/privium. Citizens can cross
border by presenting a smartcard containing an iris scan. According to the identity
information (name, account number, etc.) present on the card, the user is granted
access to the service under the hypotheses that the user is the legal bearer of the
smart card, which is verified by comparing the iris template stored on the card with
the presented iris at the service desk.
2.1. Performance, evaluation and quality measures

Suppose two biometric traits3 (two faces, two fingerprints, etc.)
are denoted by B and B0 and the biometric samples (templates) ta-
ken by the sensor are denoted by B and B0 then according to some
measure s, the similarity between the samples4 is denoted by
sðB;B0Þ. The decision that two samples B and B0 match is a so-called
hard decision and is made according to some threshold T as a mini-
mum for the similarity between the two samples. In reality due to
the variation in the captured signals (noise, etc.) errors are made
by the decision module. In this section we will introduce the most
important quality measures of a biometric system.

FTE. Failure to Enroll. A percentage of users (depending on the
biometric modality) is not able to generate a template of sufficient
quality. (FTE measures the availability of a biometric modality.)

FTA. Failure to Acquire. In some cases a usable biometric sample
cannot be presented or acquired for reasons of availability or for
reasons of technical incapability. (FTA includes FTE.)

FMR. False Match Rate. (FMR) is defined as the proportion of
times that a decision is made in favor – B matches B0 – when in fact
B–B0.

FMRðTÞ ¼ 1�
Z 1

s¼T
pnðsÞds ð1Þ

where pnðsÞ is the distribution of a non-match between two samples
as a function of s.

FNMR. In similar way the False Non-Match Rate (FNMR) can be
defined as the fraction that a decision is made in favor of B not
matching B0, while in fact the templates originate from the same
subject. pmðsÞ being the match distribution.

FNMRðTÞ ¼ 1�
Z T

s¼�1
pmðsÞds ð2Þ

A biometrical system is designed to minimize both errors. Unfortu-
nately the match score distribution and the non-match score distri-
3 In this section we assume positive authentication.
4 In fact both B;B0 and B;B0 are functions over time, which we ignore here.

http://www.schiphol.nl/privium


Fig. 2. A biometric system consists of components: sensors, feature extractors, a
matcher which compares the different features and a decision module. Identifica-
tion includes a database search; for verification this is not necessary.
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bution always overlap and T cannot be chosen to set both errors to
‘zero’.

EER. The Equal Error Rate (EER) is then defined as the value of
the equal errors. The EER can be seen as a simple choice to judge
the quality of a matcher:

EER ¼ FMRT¼EE ¼ FNMRT¼EE: ð3Þ

The threshold T needs to be selected understanding the conse-
quences and nature of the subsequent errors. This threshold can
only be set after a process of training, testing and tuning.

In the literature alternative error rates are defined. In this con-
text we want to mention two related error rates: False Acceptance
Rate (FAR) and False Rejection Rate (FRR), which are sometimes con-
fusingly used. At the level of the matching algorithms these errors
are the same. However seen from the view of the application, these
error rates can enclose different meanings [9] as is indicated in Ta-
ble 1. As from now on we will identify false acceptance with false
matches, false rejections with false non-match.

3. Biometrics and e-passports

Initiatives to use biometrics in order to combat look-alike fraud
have gained impetus form the 9/11 attacks. As a result, the US re-
quired that countries that wished to continue to participate in the
visa waiver program need to provide their citizens with machine
readable travel documents (MRTDs) with digital photographs.
The deadline for introduction, used for instance by the European
Union (EU), was 28 August 2006. The EU has decided to addition-
ally include finger biometrics in its passports at a later stage,
namely mid 2009.

During the fall of 2004 a large biometry trial ‘‘2B or not 2B” [23]
has been carried out in The Netherlands in which test passports
were produced (with both facial images and finger prints) for al-
most 15,000 people. The focus of this experiment, organized by
Table 1
The difference between positive and negative authentication and related terminology

Positive authentication

Hypothesis: To prove I am known to the system
Example: Border crossing
To prevent multiple users of a single identity
1:1 (verification) or 1 : m (identification)
False Match leads to False Acceptance
False Non-Match or Failure to Acquire leads to False Reject
Alternative exists Manual Check
Voluntary
Spoofed by presenting sample of other user
the Ministry of the Interior and Kingdom Relations, was on proce-
dures for enrollment as well as to test the robustness of the used
biometrics in the passports for verification. Biometric features
were measured twice: first when a new passport was requested
(at city hall), and about a week later when the passport was col-
lected. The new biometric passport was not officially issued, but
kept for research evaluation purposes. The resulting report [23]
has been made publicly available.

The following sections are dedicated to introduce face and fin-
gerprint biometrics, in most cases used for e-passports. We will
discuss the performance of the technology and compare this with
the results of the Dutch passport tests in practice. For an overview
of the use of other biometrics for ID documents see [28].

3.1. Automatic face recognition

Face recognition methods can be classified into three groups
[11,32]: local feature-based methods, holistic or appearance-based
methods and mixed methods.

In local feature-based methods, local features such as the eyes,
the nose and the mouth are first extracted and their locations (geo-
metrical and/or appearance) are used for recognition. Examples are
structural matching, elastic and bunchgraph matching. Structural
matching is used in some of the earliest methods [13,22] where
relations between the feature points are used as descriptors. In
elastic bunchgraph matching as introduced by Wiskott et al. [31]
first a sparse grid is overlaid on the facial image and its nodes
are adjusted to a set of fiducial points. A set of 2D Gabor wavelets
forms a local feature vector at each node. Elastic graph methods are
more robust against pose and illuminations variations than some
other methods. These methods require relatively high resolution
images. In holistic or appearance-based methods, the whole face
region is used as raw input to the recognition system. Many meth-
ods are based on this principle. Given images of a fixed size, a face
can be represented by a vector containing the gray levels of the
pixels. The face space is defined as the subset of images denoting
faces. Principle component analysis (PCA) has been widely applied
to capture the face space in a low dimensional space spanned by
orthogonal eigen vectors. So-called eigenfaces are computed by
estimating the eigen vectors of the covariance matrix of a training
set [30] and the faces are represented as a weighted sum of these
eigenfaces. Results depend on adequate alignment of the face and
normalization of the illumination conditions. Independent compo-
nent analysis (ICA) [7,14] generates spatially localized features by
producing basis vectors that are statistically independent as op-
posed to orthogonal eigen vectors in PCA.

Mixed methods try to improve recognition by combining fea-
ture-based methods and appearance-based methods. Examples of
mixed methods are the statistical shape models (ASM) and active
appearance models (AAM) as introduced by Cootes et al. [12]. Active
shape models are statistical shape models combining a global point
distribution model, modeling the shape of an object and its
Negative authentication

Hypothesis: To prove I am not known to the system
Example: Access to a shop according to a watch list of shoplifters
To prevent multiple identities of a single user
1 : m
False Match or Failure to Acquire leads to False Reject
False Non-Match leads to False Acceptance
No alternative exists Shoplifter was not identified
Mandatory
Spoofed by presenting no/altered biometrics
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variations using a set of landmark points, and a set of local gray-le-
vel models capturing the local gray-level variations observed at
each landmark point.

In active appearance models the textures are also represented
by a statistical variation model. To some extent, the AAM method
may give a quite good match to image texture, but when the target
image and the background vary significantly, it is still unable to lo-
cate feature points accurately. Meanwhile, both the training pro-
cess and the searching procedure are complex and slow.

3.1.1. Performance
The key conclusions from the most recent study of the algo-

rithms used in face recognition, the 2006 version of the FRVT [1]
showed significant progress in matching faces across changes in
lighting conditions. However for images under controlled illumina-
tion conditions, progress was less significant. In the main test, pho-
tographs of more than 36,000 applicants were used, equal number
of men and women, with a strong bias to subjects aged 18–40. The
images were taken under controlled illumination and at very high
resolution (7 mega pixels). For each individual, two images were
taken, one smiling and one neutral. As such, the results from this
large scale test represent the performance of state-of-the-art algo-
rithms under nearly ideal conditions. For a FAR of 0.1%, the best
performing algorithm showed a FRR interquartile range from
0.6% to 1.5%.

In contrast, is the FRR of the Dutch passport tests. In 2.2% of the
cases the scanned face could nor be verified. Moreover in about
10% of the cases users had to enroll to the system more then one
time to get a sufficient quality sample of the biometric traits. 4%
of the user had to go through the verification process more then
once to be successful.

3.2. Fingerprint recognition

Most state-of-the-art fingerprint recognition systems follow a
minutiae-based approach [21]. The minutiae are the bifurcations
and endpoints of the ridge lines, see Fig. 3. The minutiae-based ap-
proach first estimates the optimal registration (consisting of rota-
tion, translation, and scaling) between the sets of minutiae, and
then counts the number of corresponding minutiae within a toler-
ance zone. This is a complex point-pattern matching problem,
which takes considerable time on a modern CPU (order of magni-
tude: 1 ms). Other non-minutiae-based approaches are receiving
an increasing amount of attention. These methods are directly
based on the gray-scale images. They exploit features such as
directional field orientation, and ridge shape. These features can
be more reliably extracted from low quality fingerprint images,
but seem less discriminating than minutiae. When searching a
database, classification is used to reduce the partition of the data-
base to be searched. In this scheme, fingerprints are categorized
into a number of basic shapes, and only the partition of the data-
Fig. 3. Schematic fingerprint with minutiae shown.
base with a corresponding class is considered. In this case, 90% of
all fingerprints belong to one of only three classes.

3.2.1. Performance
The error rates of state-of-the-art fingerprint recognition have

been evaluated in a number of international test. One of these tests
is the Fingerprint Vendor Technology Evaluation (FpVTE) 2003 [2],
which was conducted to evaluate the accuracy of fingerprint
matching, identification, and verification systems. The test, which
used operational fingerprint data from a variety of U.S. Govern-
ment sources, shows the following:

� For verification of a single fingerprint, the error rates of the best
performing system are a FRR of 0.6% at a FAR of 0.01%;

� When four fingerprints are used for verification, the error rates
of the best performing system decrease to a FRR of 0.1% at a
FAR of 0.01%.

Another test is the Fingerprint Verification Competition (FVC) 2004
[3]. This test focused on more difficult fingerprint images. No
efforts were made to control image quality and finger placement,
and some of the images contained intentional elastic distortions
or prints of extremely dry and moist fingers. As expected, the error
rates were much higher in FVC 2004 than in FpVTE 2003. The best
performing system in FVC 2004 achieved a FRR of 2.54% at a FAR of
1%. The EER was 2%.

In the Dutch practice, two fingerprints were taken, i.e. left and
right index finger In 4.3% of the cases one of the fingers could
not be verified (FRR). In 2.9% of the cases none of the fingers could
be verified. With respect to the enrollment of the fingers, in 1.3% of
the cases one finger could be enrolled (FTE for one finger was 1.3%).
FTE for two fingers was 1.9%. In the other 96.8% of the cases two
fingers could be enrolled.

3.3. Multi-modal biometrics and biometric passports

In the context of ID documents multi-modal biometrics can be
defined as multiple biometric modalities of a same person as op-
posed to a single biometrics which is taken several times using sev-
eral sensors, representations, matchers, etc. Different strategies for
multi-modal fusion of biometrics exist and can be at several levels
of the biometrical system:

� At the feature level. In the case that the different modalities or
the features extracted from these modalities are independent,
the method combines the features of the different modalities
into one new feature vector.

� At the score level. Scores describing the match rate of the differ-
ent modalities are combined. This requires score normalization
as these scores originate from different domains e.g. finger and
face.

� At the decision level. In this method the different decisions stem-
ming from the different modalities are combined into one
decision.

From an operational point of view, biometric systems can oper-
ate in different modes [26]: parallel, serial and hierarchical mode.
In parallel mode the different modalities are processed simulta-
neously. In serial mode the different modalities are processed after
each other, allowing the system to complete the authentication
process before all modalities have been taken into consideration.

3.4. Performance

Snelick et al. [27] propose a multi-modal approach for face and
finger, using score level fusion. In their paper they use Commercial



Fig. 4. Sketch for a new Dutch passport with three security requirements: (1) is the
document and it’s contained information authentic, (2) is the subject entitled to
cross the border and (3) does the document belong to the bearer. (Source: Ministry
of Internal Affairs, The Netherlands.)

6 It is not really a security mechanism, because the entropy in this MRZ is not so
large, especially when passport numbers are issued in increasing order, as is done in
several countries (but no longer in The Netherlands, after security warnings), see [17]
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Off-the-Shelf (COTS) fingerprint and face biometric systems on a
population approaching 1000 individuals, using different score
normalization techniques. They conclude that in open population
environments e.g. airports, min–max normalization and simple-
sum fusion strategies can be employed. The experiments of Snelick
were conducted on the FERET database [4] for faces and a proprie-
tary database for fingers. The EER of the best fingerprint system
and of the best face recognition system was, respectively, 2.16%
and 3.76%. The best scores for the multi-modal approach obtained
an EER of 0.63%.

The quality of biometric samples used by multi-modal biomet-
ric experts to produce matching scores has a significant impact on
their fusion. Fatakusi et al. [15] addressed the problem of quality
controlled fusion of multiple biometric experts in a scenario where
biometric trait quality is expressed in terms of quality measures
which are coarsely quantized. They developed a decision fusion
methodology based on fixed rules (sum and product rules).

For the test in The Netherlands, decision fusion was used. In
99.2% of the test documents, verification of at least one biometrics
was successful. In 93.6% of the cases verification of all biometrical
traits was successful. In 4.3% of the cases only 1 fingerprint could
be verified (of which in 4.1% of the cases included a successful face
recognition and 0.2% of the cases a successful other fingerprint). In
2.9% of the cases, face verification was successful, however verifi-
cation of both fingerprints failed.

Several quality measures were used to judge the quality of the
two fingerprints and the face scan in Dutch passport. The quality of
the face images was judged w.r.t. several aspects like size, rotation,
tilt, lightning (contrast, luminance, sharpness, etc.), background,
distance between the eyes, etc. For fingerprint quality an open
standard developed by the National Institute of Standards and
Technology (NIST) [29] was used, the NIST Quality Index, which
distinguishes five classes: 1 – excellent, 2 – very good, 3 – good,
4 – reasonable, 5 – bad. Although quality measures were taken into
account and effects on the performance of the different biometrics,
respectively, were undertaken, quality-based fusion was not part
of the Dutch tests.

4. Privacy, security and biometric passports

Modern passports are hard to forge because of the many protec-
tion mechanisms that are embedded. Larger criminal organizations
often have many stolen (genuine) passports in stock. When a
member needs false identity papers, a close match with an avail-
able passport is sought. The resulting fraudulent use is called
look-alike fraud, or identity fraud. It may also happen if a valid pass-
port is temporarily given to someone else voluntarily, for instance
to obtain entry into a country.

The machine readable character of these biometric passports
will be realized by integrating a contactless chip into the docu-
ment.5 The standards have been developed within the International
Civil Aviation Organization (ICAO). These standards include both
mandatory measures, such as ‘‘passive authentication” for checking
the integrity of the data stored in the chip, and voluntary measures,
such as ‘‘active authentication” for checking the authenticity of the
chip via a challenge-response mechanism. See [5], in particular
[18], for further details.

A passport traditionally has three security requirements, see
Fig. 4: (1) authenticity and integrity of the document (and its data),
(2) match with the holder, and (3) authorization, depending on the
situation of use. The new biometric passport with wireless contact
5 Contactless chips have been chosen because of ease of use, lack of physical
contact (with associated possible failures), and increased data rates over cards with
contact points.
possibility additionally requires that no information is released
without the holders consent. This is realized via what is called ‘‘ba-
sic access control”: the chip is only activated by a semi-secret code
that is derived from the machine readable zone (MRZ), printed on
the document itself. This means that the holder has to physically
hand over the document in order to enable access to the chip. This
is meant as a consent mechanism.6

ICAO has selected the face as biometric because it is simple (and
cheap) to obtain, in a relatively non-intrusive manner, and is al-
ready widely used. In a passport chip the face is stored as a pic-
ture,7 together with some meta-data, such as position of the eyes,
etc. Fingerprints, if included, are also stored as compressed pictures8

because there is no widely used open standard available for finger-
print templates. Of course, for matching purposes a template would
have been enough – and is much more privacy friendly.

The EU requires an additional protection mechanism for finger-
prints, see [10], known as Extended Access Control. It involves a Dif-
fie–Hellman key agreement with a reader that must first
authenticate itself to the passport chip. The underlying certificate
management scheme is fairly complicated. It must allow for up-
dates of certificates, in case of loss or compromise of a reader.9

But the passports themselves do not have timers or blacklists. Regu-
lar scheduled renewal is thus part of the proposal. For a more de-
tailed discussion we refer to [10,17].

Several authors have already examined biometrics in the light
of the European data protection directive [16]. Marek Rejman-
Greene [24] defines several criteria to consider: (1) the biometric
data should not be processed further than for a specific and lawful
purpose, (2) the use of biometrics should be proportional, adequate
and relevant, (3) the process should be accurate and data should
not be kept longer then necessary, (4) the procedures should be
in accordance with the data subjects rights, (5) the handling of rel-
evant data should be done in a secure way, and (6) the data should
not be transferred to those countries that do not ensure data pro-
tection. In the next sections, we shall concentrate on the special
case of the biometric passport, with respect to two specific criteria
mentioned above, namely accuracy and security.
for further discussion.
7 To be precise, compressed according to JPEG-2000, combined with meta-data

following to the Biometric Data Interchange Format as described in the ICAO
documentation.

8 Following the so-called Wavelet-packet Scalar Quantization Format.
9 Portable readers are foreseen.



10 A first test version of the biometric passport in The Netherlands had a fixed
identifier. But random identifiers are used for the deployed versions.
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4.1. The process should be accurate

One of the main criteria for successful employment of biomet-
rics is accuracy. This aspect is in general not guaranteed with bio-
metrics. The resulting report of the large biometrical trial ‘‘2B or
not to 2B” [23] contains information on these issues, but not too
many clear interpretations or conclusions. Nevertheless, the fol-
lowing conclusions can be drawn:

i. (FACE) The facial appearance of young people or very old indi-
viduals may change quickly, so that templates may need to be up-
dated at more frequent intervals. Stable face recognition is not
foreseen for youngster under 13. In several other countries, tests
also confirm that the performance in successfully identifying indi-
viduals is not uniform across gender or age. In comparison to fe-
males, males are recognized more easily, and older people’s faces
are recognized more easily then younger people. In general, perfor-
mance deteriorates the longer the interval between an initial
enrolment and subsequent recognition. For every year since the
original photograph was taken, more rapid ageing of faces can be
experienced.

ii. (FACE) Changes in direction of incident light will often result
in problems in enrolment or verification. One of the conclusions in
the Dutch pilot was that professional training is required to safe-
guard the desired quality of the facial scan. A complex or confusing
background behind the user may cause problems in identifying the
position of the face.

iii. (FACE) The Dutch pilot also experienced that 45% of the per-
sons wearing glasses had to deal with multiple failures when try-
ing to verify their identity. Also beards, moustaches and change
of hairstyle can affect the performance of systems. One of the ma-
jor problems is the change in performance as a consequence of fa-
cial expressions, which is regarded to be one of the major ways to
frustrate an authentication system based on face recognition.

iv. (FINGER) Low image quality in fingerprint recognition can be
the consequence of extremely dry or wet fingers, scratches, partial
impressions, etc. In 16% of the cases, the enrolled users in The
Netherlands had damaged fingers, which however did not result
in a significant failure to acquire or verification failure.

v. (FINGER) Quality of fingerprints is decreasing with the age of
the subject. In addition children younger than 6 had problems to
deliver a good fingerprint to the system. Above the age of 65, the
quality of the fingerprints is worse than scale 3 of the NIST Quality
Index, see Section 3.4. which results in frequent verification fail-
ures. The Dutch report [23] concludes that not all groups within
society will be able to use finger recognition as a biometrical iden-
tifier and that additional measures need to be taken. This means
that fully automatic border crossing is not possible.

vi. (SYSTEM) Training of employees is very important for suc-
cess; user interfaces and fall back scenario’s are of extreme impor-
tance. For instance, a surprisingly high number of people
exchanged the left and right fingers during enrolment.

4.2. The handling of relevant data should be done in a secure way

The integrity and authenticity of passport data are guaranteed
by proper mechanisms: ‘‘passive authentication” guarantees integ-
rity via a digital signature by the passport issuer and ‘‘active
authentication”, if implemented, is an anti-cloning measure via a
challenge-response involving a signature with a private key stored
on the chip. Confidentiality is handled via basic access control:
activation of the embedded chip via the MRZ printed inside the
passport. This is widely considered to be a weak spot, because
the entropy involved is too low. In principle it is in the order of
50–60 bits. But in special situations where the issuance scheme
for passport numbers is known the entropy falls down to 30–40
bits. Eavesdropped sessions can then be broken relatively easily,
leading to breach of confidentiality. At the time of writing, ICAO
is re-examining the relevant protocols. This security issue asks
for closer look, like in [19,20,17], which we will examine below.

i. If the goals of biometric verification (only) and privacy had
been taken more seriously from the beginning, on-card matching
of the template should have been chosen. This precludes central
databases, and gives citizens more control over the use of their bio-
metrics. It seems that this option has never been taken very seri-
ously because governments wanted to keep back-up copies of
biometric data in case of passport loss or theft. But this back-up
data easily leads to various other applications (function creep).

Indeed, even before introduction of the biometric passport we
already see a certain form of function creep. The original motiva-
tion for the passport was combating look-alike fraud via biometric
verification. Several European countries (like The Netherlands) are
now considering setting up a national database with biometric
data for identification purposes. In The Netherlands the official
motivation is to improve the effectivity of national identification
laws. It may be foreseen that the biometric data will form the data-
base keys to much more information. It may be used for instance as
basis for blacklists in order to deny access to public transportation
or to other services.

ii. The ICAO passport protocols involve only one-way authenti-
cation. The passport chip does not require a reader to authenticate
itself before giving away sensitive information. This will probably
be remedied to some extend with the latest European plans for fin-
gerprint protection, but it could have been built in from the begin-
ning. Requiring authentication of readers will however restrict the
possible use of the passport considerably, to, for instance, only bor-
der inspection.

iii. Confidentiality protection depends on the rather weak basic
access control mechanism. It depends on a weak secret, namely the
MRZ. There are well-known protocols like Encrypted Key Exchange
[8] that allow hardening of weak secrets. It is not so clear why such
protocols have not been proposed by ICAO.

iv. Proper use of biometrics requires a secure (tamper resistant)
reader that works with a challenge-response mechanism. The com-
parison unit sends a random challenge to the reader that is incor-
porated in the response that contains the biometric measurement.
This makes eavesdropping on (the outgoing lines of) the reader
senseless. It is not clear if such secure reading will be used (or re-
quired) in practice.

v. The low-level anti-collision protocols used for wireless cards
come in two varieties, namely either with a fixed or with a random
identifier. Only the second version should be used, because the first
one allows surreptious tracing and tracking of individuals.10

vi. ICAO standards [5] are precise w.r.t. responses to proper
commands. But they leave implementation freedom how to re-
spond to inappropriate, wrong commands. It is shown in [25] that
different passport producers (and hence nationalities) can be rec-
ognized simply by sending a few wrong commands to a passport
chip and analyzing the response. Many nationalities can be recog-
nized in this manner, without accessing the (protected) personal
data in the chip.

vii. The biometric passport may give new meaning to the term
‘‘surgical warfare”: it may enable very precise targeting (for in-
stance via bombs) of individuals by reading their passports. This
is easy in case the MRZ of the target is known, or a fixed anti-col-
lision identifier is used. Less surgical targeting is possible via the
nationality leak from the previous point.

What this point illustrates is that privacy is essential for per-
sonal security. People should have the power to influence them-



Fig. 5. Border crossing for frequent travelers at Schiphol Airport, The Netherlands.
This system uses the irisscan for verification of the identity of the user (Source:
Privium).
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selves how much of their own identity is disclosed, as will be dis-
cussed further below.

5. Conclusion and discussion

Public perception is often confused: The advantages of elec-
tronic authentication technologies like biometrics are often over-
shadowed by limitations for secure and private storage of
(identity) data in the consequent applications and are sometimes
referred to as ‘‘the big brother scenario”. Often heard as main con-
cern is the risk of identity theft, for instance after ‘‘bio-phishing”:
surreptiously obtaining a persons biometrics in order to pretend
to be that person. This may result in debts, false accusations, etc.
Getting rid of such false descriptions may be a highly non-trivial
matter. Even more annoying could be ‘‘id-fusion”: as a conse-
quence of (inaccurately) comparing and relating databases, one
could be identified with actions or data not relevant or not correct.

Other often heard risks are that the widespread use of biomet-
rics will lead to increased forms of tracking and tracing of individ-
uals, via what we will call ‘‘non-repudiation” use of biometrics.
This aspect of biometrics is not always so explicit. It works like a
signature, where one party, say Alice, cannot later deny or undo
her commitment: the other party, usually called Bob, holds some
form of proof. This may for instance be a time/location-stamped
biometric measurement, signed by some authority. In such a situ-
ation Alice may be reluctant to cooperate, and may even try to
cheat. In the literature much attention is given to the technical lim-
itations of the technology, ruling out the unsupervised use of bio-
metrics for authentication in many applications like border control.
The non-repudiation aspect however of biometrical applications
might become one of the most important issues for the (public)
acceptance of biometrics.
Government

Identity 
of Alice

Partial
Identity
of Alice

Leisure

Healthcare

Telecom

Phone
Number

Interest

Mobile Phonenum
Likes

Fore

Insura

Name
Address

Tax
Status

Income

Birtday

Birthplace

Bloodgroup

Fig. 6. In a future scenario, where users are enabled to communicate partial identities, us
taken from the tutorial of PRIME Privacy and Identity Management for Europe which expl
project.eu/.
This non-repudiation aspect of biometrics is most controversial –
and not authentication. It may motivate people to cheat. Through
non-repudiation people will have to be able to justify their actions.
It will require great trust in political (or industrial) powers that
determine the rules. In this way biometrics contributes to a change
of balance between nations themselves and between nations and
their citizens.

Non-repudiation always requires authentication, but the other
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ing. It is unlikely however that actual electronic border inspection
systems will operate in this manner. But other systems may.

Therefore we wish to propose a clearer separation between the
authentication and non-repudiation roles of biometrics. When there
is only authentication, a biometric check can yield a ‘‘ticket” or ‘‘cre-
dential” that allows access to further services which may actually be
anonymous. This is much more privacy friendly, and may lead to eas-
ier acceptance. It makes sense to require (via regulations) that non-
repudiation use of biometrics is clearly indicated to the users.

These thoughts lead us to the area of identity management,
involving not only the system integration but also the wider social
and political aspects of biometrics. Given the direction of develop-
ment we have to recognize that certain levels of privacy can only
be maintained via technical means. We foresee a future situation
where people will carry certain identity tokens (e.g. in a handheld
phone, an identity card, or possibly an implanted chip) constituting
partial identities by which humans present themselves enabling
them to communicate with their environment through different
applications, see Fig. 6. It seems reasonable to require that every
new environment will have to authenticate itself first to such a to-
ken, before the token is willing to release any identifying informa-
tion. This release may then happen according to a predefined or an
ad hoc policy, involving various levels of trust. Use of biometrics
may subsequently be required by the environment to reach higher
levels, in a mutual authentication process. One way of leaving some
control in the hand of individuals is to introduce negotiation into the
authentication process. This may contribute to keeping a reasonable
balance of power between nations and their citizens. The need for
confidentiality, privacy, confidence and trust in the integrity of ex-
changed information is ever greater. This all asks for fall back sce-
nario’s, openness, independent certification, ways of communi-
cation for possible verification of stored data by user’s, liability, etc.
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