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Abstract 9 

Fingermarks are highly relevant in criminal investigations for individualization purposes. In 10 

some cases, the question in court changes from ‘Who is the source of the fingermarks?’ to 11 

‘How did the fingermark end up on the surface?’. In this paper, we explore the evaluation of 12 

fingermarks given activity level propositions by using Bayesian networks. The variables that 13 

provide information on activity level questions for fingermarks are identified and their current 14 

state of knowledge with regards to fingermarks is discussed. We identified the variables 15 

transfer, persistency, recovery, background fingermarks, location of the fingermarks, direction 16 

of the fingermarks, the area of friction ridge skin that left the mark and pressure distortions as 17 

variables that may provide information on how a fingermark ended up on a surface. Using 18 

three case examples, we show how Bayesian networks can be used for the evaluation of 19 

fingermarks given activity level propositions. 20 

 21 

Keywords: touch traces, evidence interpretation, activity, Bayesian network. 22 
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 23 
Introduction 24 

Fingermarks play an important role in forensic science. Based on the assumption that every 25 

individual holds a unique pattern of friction ridge skin on their hands, this pattern can be used 26 

for identification. By determining the source of the fingermark, a link between the donor and 27 

a crime scene can be established. There is a wealth of research on the visualization of latent 28 

fingerprints in order to enhance the friction ridge pattern for individualization purposes [1, 2]. 29 

While this type of research is very valuable for the individualization of the source of a trace, 30 

the fingermark itself may not unequivocally be attributed to a criminal activity.  31 

An important question that often comes up in court cases regarding forensic evidence is to 32 

determine how or when a trace was deposited. Consider the following case example; a woman 33 

calls the police to report that there has been a burglary in her apartment. The police find four 34 

fingermarks on the railing of the balcony, which leads to the assumption that the perpetrator 35 

entered the apartment via the balcony. Through a database search, a match is found with a 36 

suspect, who is an acquaintance of the woman. The suspect claims that, instead of an 37 

unauthorized intrusion via the balcony, he visited the woman a week earlier and smoked a 38 

cigarette on the balcony while leaning on the railing. In cases like this, the question at stake 39 

changes from ‘Who is the source of the fingermarks?’ to ‘What activity led to the deposition 40 

of the fingermarks?’, which requires a different assessment of the findings. 41 

When investigating forensic evidence, a forensic scientist formulates a set of propositions, 42 

usually representing the prosecution and the defense propositions. Cook, Evett, Jackson, 43 

Jones and Lambert [3] propose three classes of propositions: source level, activity level and 44 

offence level propositions. In the balcony case example, the investigation shifts from 45 

determining the source of the fingermarks to addressing the activity that took place. In the 46 

forensic expertise fields of DNA, fibers, glass, paint and gunshot residues, evaluation of the 47 

evidence given activity level propositions is already being studied [4]. However, for 48 

fingermarks, this topic is not yet explored.  49 

There are many variables that may provide information on how a fingermark was deposited 50 

on a surface. In the balcony case example, where the question now is whether the suspect 51 

climbed the balcony or the suspect smoked a cigarette on the balcony and leaned on the 52 

railing, variables such as the location of the fingermarks, and the direction of the fingermarks 53 

may provide information on the activity that took place. In general, the interpretation of 54 

evidence at activity level requires more contextual information [3]. When multiple variables 55 
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influence the interpretation of the evidence, it can be difficult to take their dependencies into 56 

account in a direct calculation of a likelihood ratio [5].  57 

A method that is commonly used for cases where additional factors play a role is a Bayesian 58 

network. A Bayesian network is a graphical representation of a mathematical model which 59 

can be used to evaluate the findings, particularly if there is a dependency between relevant 60 

variables [4]. A Bayesian network consists of nodes, directed arcs and probability 61 

assignments of the nodes. It can for instance be used to compute a likelihood ratio of the 62 

evidence given the prosecution proposition and the defense proposition, based on all variables 63 

that are considered relevant in the interpretation of the evidence. This makes Bayesian 64 

networks an appropriate method to evaluate evidence given propositions at activity level 65 

within the field of forensic science. Although Bayesian networks have been proposed to 66 

interpret fingermarks given source level propositions [6], they have not been used to evaluate 67 

fingermarks given activity level propositions.  68 

In this paper, we describe a framework for the evaluation of fingermarks given activity level 69 

propositions using Bayesian networks. We discuss the variables that provide information on 70 

fingermarks at activity level, followed by three case examples for which Bayesian networks 71 

are created. We ultimately elaborate on possible directions for further research on this topic 72 

such that the proposed framework could be optimally applied in casework.73 
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 74 

1. Relevant variables 75 

In this section, we explore the variables that provide information on fingermarks with regards 76 

to activity level propositions. We do not discuss variables related to source level propositions 77 

since determining the donor of a fingermark is considered outside the scope of this study. 78 

Furthermore, we assumed that if a fingermark is present, the donor actually touched the item1. 79 

Touching a surface can be seen as an activity in itself, and therefore activity level propositions 80 

may dispute whether the surface is actually touched or the fingermark is a result of forgery 81 

[1]. Another dispute may focus on the circumstances of how the fingermark is recovered, for 82 

instance when there are issues with the chain of custody [7]. These types of propositions are 83 

considered outside the scope of this paper by assuming the surface is actually touched when a 84 

fingermark is present.   85 

We divided the relevant events that provide information on the activity that led to deposition 86 

of the fingermarks in two groups of variables: ‘fingermark formation process’, and ‘manner of 87 

deposition’. The group ‘fingermark formation process’ represents the factors that relate to the 88 

requirements of fingermark formation, visualization and recovery. The variables identified in 89 

this group are the transfer, persistence and recovery of fingermarks and the background levels 90 

of fingermarks already present on an item. The group ‘manner of deposition’ represents the 91 

factors that relate to how the donor deposited the fingermark. The variables identified in this 92 

group are the position of the hand during placement, the location of the fingermarks, area of 93 

friction ridge skin that left the mark, the direction of the fingermarks and the pressure applied 94 

to the surface during deposition. 95 

 96 

2.1 Fingermark formation process  97 

2.1.1 Transfer 98 

A consequence of an activity may be the transfer of material to a surface by a finger, creating 99 

a fingermark. Until now, research on the transfer of fingermarks focused mostly on the 100 

composition of the residue for the purpose of enhancing the quality of the fingermark for 101 

individualization at source level [8]. However, the guidelines of the ENFSI [9] show that 102 

transfer is an important variable to consider when looking at the scientific findings in relation 103 

to activities.  104 

                                                
1 On a crime scene, fingermarks can be found on items and fixed surfaces. In this article, we use the term item for both, 
unless further specified. 
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Fingermarks have advantages over other types of forensic evidence. Fingermarks are 105 

considered to be a proof of contact due to a direct transfer of the ridge detail to a surface. 106 

Furthermore, fingermarks cannot transfer indirectly via surfaces or individuals unless great 107 

effort is made [10]. Secondary or further transfer of fingermarks is generally not taken into 108 

account2. These are important advantages over DNA, since DNA can transfer indirectly and 109 

even retransfer from one location to another [12]. Although indirect transfer is generally not 110 

applicable to fingermarks, transfer is still an important variable to consider since the 111 

probability of transfer of a fingermark may differ between activities.  112 

The transfer of fingermarks depends on several factors: the nature of the surface, the 113 

deposition conditions and donor characteristics [8, 13, 14]. The deposition conditions such as 114 

pressure and duration of contact may vary between activities, and this may result in different 115 

transfer probabilities. If the pressure of the hand on the surface is higher, the probability of 116 

transfer might be higher [13]. The propositions of the prosecution and the defense may 117 

suggest different levels of pressure needed to conduct the proposed activities, leading to the 118 

assignment of different transfer probabilities. This is also true for other deposition conditions, 119 

which make the observed transfer (or the absence thereof) more or less probable given 120 

different propositions. However, the development and recovery of fingermarks on a surface 121 

depend on more than the mechanisms of transfer; variables such as persistence and recovery 122 

also influence the probability of recovering fingermarks.   123 

 124 

2.1.2 Persistence 125 

A fingermark may not be recovered in the same condition as it was deposited. This is due to 126 

degradation, the process during which the initial composition of a fingermark changes after 127 

deposition [8]. Degradation will occur from the time the fingermark has been deposited, to the 128 

subsequent evidence recovery and may affect the persistence of a fingermark. The 129 

degradation of a fingermark is influenced by the ‘triangle of interaction’, consisting of the 130 

fingermark composition, the nature of the surface and environmental conditions [2]. For the 131 

nature of the surface it is known that fingermark compounds may be absorbed by surfaces of 132 

porous material, whereas they stay on the surface of non-porous materials. This surface 133 

interaction may influence the degradation of the fingermarks [15]. Furthermore, 134 

environmental factors like temperature, light, humidity and air circulation have shown to 135 

influence the degradation of fingermarks over time [14].  136 

                                                
2 Please note the exception of fingermarks on tape. [11] R. Wieten, J. De Zoete, B. Blankers, B. Kokshoorn, The 
interpretation of traces found on adhesive tapes, Law Probability and Risk, 14 (2015) 305-322. 
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It is generally not expected that the nature of the surface is disputed between activity level 137 

propositions since the same set of fingermarks on the same item is questioned under both 138 

propositions (unless there is an issue with the chain-of-custody [7]). However, environmental 139 

conditions may vary between a pair of activity level propositions for fingermarks, for 140 

example, if propositions dispute the moment when the fingermark is left and thus the time 141 

interval between the moment of deposition and recovery. During that time interval, the 142 

fingermarks could be subjected to different environmental conditions. In that case, the factor 143 

persistence plays a significant role.  144 

 145 

2.1.3 Recovery  146 

After transfer to and persistence on a surface, the fingermark must be detected and recovered 147 

from the crime scene. This process is described by the variable recovery. Fingermarks can be 148 

latent, meaning that they must be visualized with the use of an enhancement technique. 149 

Several factors influence the success rate of the detection of a fingermark. The sensitivity of 150 

the available methods to visualize fingermarks varies [16], meaning that not every technique 151 

has the same success rate. Furthermore, an incorrect choice of technique, an incorrect 152 

application of a technique or applying multiple techniques in the wrong order can result in 153 

lower success rates of finding a fingermark [17]. Another factor influencing the recovery 154 

probability is targeting of the correct location. Fingermarks could be missed by a wrong 155 

selection of locations to sample on the crime scene, resulting in a different probability to 156 

recover fingermarks. Other factors that impact on the probability of recovery are the level of 157 

background marks that are already present, and the criteria established to determine whether a 158 

fingermark is suitable for individualization. For example, if partial fingermarks are present, 159 

these will most likely not be recovered if they are not of value for comparison. However, 160 

when the question is whether the suspect wore gloves, the presence of these partial 161 

fingermarks may very well influence the interpretation at activity level. As a result, the 162 

probability to recover fingermarks may vary between the activity level propositions at stake.  163 

 164 

2.1.4 Combination of transfer, persistence and recovery  165 

All three variables transfer, persistence and recovery influence the probability of the findings 166 

separately, but they cannot be clearly separated. If no fingermark is recovered, it does not 167 

automatically mean that the fingermark was not present (transfer). The fingermark could have 168 

been degraded such that visualization was not possible (persistence), the chosen enhancement 169 

technique could have been unsuccessful (recovery) or it may be the result of a combination of 170 
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these factors. Therefore, these variables are often taken together and a single probability is 171 

assigned to the findings. 172 

 173 

2.1.5 Background fingermarks  174 

There are often already fingermarks present on items that are unrelated to the activities at 175 

stake. This means that the fingermarks could have already been present on the item before the 176 

alleged activity took place or may have ended up on the surface after the alleged activities 177 

took place. Fingermarks that are transferred to the surface by actions unrelated to the 178 

activities at stake are considered as background fingermarks. Consider, for example, that the 179 

issue is whether a suspect stabbed the victim with a knife or that an unknown person stabbed 180 

the victim with the knife. Say we find fingermarks of the suspect on the handle, as well as 181 

some fingermarks of one or more unknown individuals. Now the weight of the evidence given 182 

these two propositions would depend on the relation that the suspect has with the item (e.g. 183 

could he have handled the knife prior to or after the incident?), but also on the probability that 184 

we find background fingermarks on the handle of this specific knife. If the knife was cleaned 185 

recently, that probability may be low and the recovery of fingermarks of an unknown 186 

individual may support the suspect’s proposition. However, if we have a high expectation of 187 

recovering background fingermarks (for instance because the knife is not a personal item and 188 

was in common use) the observed fingermarks of unknown individual(s) may be neutral 189 

towards the two propositions. The probability that these unknown fingermarks belong to 190 

background levels of fingermarks on the item should therefore be taken into consideration. 191 

During investigation, it is therefore important to consider the general activities that occurred 192 

prior to or after the alleged activities that may have resulted in fingermarks on the item. 193 

 194 

2.2 Manner of deposition 195 

2.2.1 Position of the hand and fingers during deposition 196 

The way in which the fingermarks are deposited on a surface depends on the positioning of 197 

the hand and fingers during deposition. The position of the hand and fingers on an item may 198 

differ between activities, which is determined by the purpose of the activity, the anatomy of 199 

the human body and the physical characteristics of the item.   200 

The anatomy of the human body causes restrictions in movements of the limbs. Due to these 201 

restrictions, the possible positions of the hand and fingers on an item are limited. The physical 202 

characteristics of the item also influence the position of the hand and fingers on an item. 203 

These characteristics include size, weight, shape, structure, type of material, its function etc. 204 
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Consider that someone grasps a knife for stabbing: he or she most likely grabs the knife at the 205 

handle due to the shape and structure of the knife. The physical characteristics of the handle 206 

of the knife influence the positioning of the hand and fingers, as may the purpose of the 207 

activity: cutting a piece of bread versus stabbing may for instance affect the way the knife is 208 

held.   209 

Since the movements, the physical characteristics of the item and the goal of the activity may 210 

differ between activities, the position of the hand and fingers provides information that may 211 

assist in evaluating the findings given activity level propositions. Since it can be difficult to 212 

describe the position of the hand and fingers directly, we describe the position of the hand and 213 

fingers during deposition through four variables: location of the fingermarks, direction of the 214 

fingermarks, part of the hand that left the fingermark, and pressure.  215 

 216 
2.2.2 Location of the fingermarks 217 

The position of the hand and fingers on an item during deposition influences the location of 218 

the fingermarks on the item. de Ronde, van Aken, de Puit and de Poot [18] designed a model 219 

that can be used to analyse the location of fingermarks on 2–dimensional items given different 220 

activities. With the use of this model, pillowcases could be separated in the two activity 221 

classes smothering and changing, based on the location of the fingermarks on the pillowcases. 222 

This shows that the location of fingermarks on an item provides information on the activity 223 

that the donor carried out, and is therefore an important variable to take into account.   224 

 225 

2.2.3 Direction of a fingermark 226 

When touching a surface, the hand and fingers are positioned in a certain direction. This 227 

direction varies between different activities and as such may be distinctive for particular 228 

activities. In the balcony case example, the fingermark direction as a result of climbing the 229 

balcony may be different from the fingermark direction as a result of leaning on the railing. 230 

The variable direction is used by crime scene officers to make inferences during the 231 

investigation phase on a crime scene. An example of this is that fingermarks found pointing 232 

inwards on the inside of a broken window frame are often considered to be related to the 233 

activity of climbing through a window during a burglary. However, there are no studies that 234 

report on the direction of fingermarks in relation to activities. The probability to find a certain 235 

fingermark direction under the different propositions may provide information on the activity 236 

level. 237 
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 238 

2.2.4 Area of friction ridge skin  239 

Different activities require the use of different parts of the hand and therefore the area of 240 

friction ridge skin that left a fingermark may provide information on the activity. Consider the 241 

balcony case example: it may be more probable to recover a complete palm impression on the 242 

railing if the suspect climbed the balcony, than if the suspect simply touched the railing while 243 

standing on the balcony. The area of friction ridge skin that left the mark can be determined 244 

when the donor of the fingermark is known. In cases where a suspect or a corresponding 245 

reference print is absent, determining the area that left the print may be difficult.   246 

Although recent research has focused on determining whether it was a left-hand or a right-247 

hand that deposited an individual fingerprint [19-21], assigning a specific finger to a 248 

fingermark is still a topic for further research. Nevertheless, forensic examiners are trained to 249 

nominate corresponding fingers to fingermarks based on the size, pattern type, shape, etc. 250 

This information might be very valuable for the evaluation of fingermarks given activity level 251 

propositions. If a likelihood ratio can be determined on whether a recovered fingermark 252 

comes from a specific finger, or comes from another area of friction ridge skin, this 253 

information can be used in the evaluation of the findings.    254 

 255 

2.2.5 Pressure  256 

When friction ridge skin touches a surface, the shape of the skin changes as a result of the 257 

pressure applied on the surface and the pliability of the skin. Maceo [22] identifies two types 258 

of pressure of a finger on a surface: vertical pressure and horizontal pressure. An increased 259 

vertical pressure results in more points of contact with the surface, causing a broader 260 

fingermark [23]. Furthermore, vertical pressure affects the width of the ridges and the furrows 261 

in a fingermark [24]. As a result, the size of a fingermark and the width of the ridges in a 262 

fingermark may provide information about the vertical pressure applied. However, we expect 263 

that it will be very difficult to determine the vertical pressure applied to a surface by just 264 

looking at the fingermark, since the size of a fingermark, the width of the ridges and the 265 

condition of the skin varies greatly between donors.  266 

Pressure in the horizontal plane causes deformation of the skin that may result in a distortion 267 

of the fingermarks in the form of smears or swipes [22]. This pressure distortion is often 268 

directional, and the distortion seldom moves in two directions [22, 24]. Studying these 269 

directional distortions in a fingermark can be of greater value for the interpretation at activity 270 

level. The probability of detecting a pressure distortion in a particular direction may be 271 
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different for two activities and this information can be used in the assessment. Another 272 

possibility is that some activities may always result in distorted fingermarks. If the probability 273 

to obtain a distorted fingermark differs for two activities, this information may be of great 274 

value for the activity level interpretation. 275 
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 276 

3. Bayesian network construction   277 

With the variables identified, we show the implementation of these in a Bayesian network. In 278 

this paper, we focus on fingermark grips present on an item. By a grip, we refer to a collection 279 

of fingermarks for which it is assumed they are left in one and the same placement of the 280 

hand. This means the considered marks can vary from one fingermark to a complete hand 281 

mark, although they originate from one and the same hand and be deposited at the same time.  282 

In this paper, we assume that the source of the fingermarks is identified or unknown. Recent 283 

literature on fingermarks at source level focus on a more probabilistic approach to present the 284 

evidential strength of a match [1, 25]. The implementation of this probabilistic source level 285 

information in Bayesian networks is considered outside the scope of this paper; we refer the 286 

reader to Taroni, Biedermann, Bozza, Garbolino and Aitken [4]. 287 

We built three different Bayesian networks, each based on a version of the balcony case 288 

example described in the introduction of this paper. In the first case example, one grip is 289 

recovered on the railing and it is questioned whether the suspect climbed the balcony or 290 

leaned on the balcony. The second case example focuses on the question of whether the 291 

suspect climbed the balcony or someone else climbed the balcony. In the final case example, 292 

the implementation of multiple grips is discussed for the question whether the suspect 293 

climbed the balcony or someone else climbed the balcony. All three networks were built 294 

using the software Hugin (version 8.6)3 and can be found in the supplementary material. For 295 

the purpose of illustration, we added some fictional probabilities in the network for the first 296 

case example. The probabilities used in this example are solely based on informed judgement 297 

of the authors, and are not based on any scientific experiments or published data.  298 

Because the purpose of this paper is to show the construction of Bayesian networks for the 299 

evaluation of fingermarks at activity level, we do not elaborate on how the variables can be 300 

objectively measured, nor do we aim to assign exact probabilities to the network. The main 301 

focus will be on the considerations a forensic scientist has to make when creating a Bayesian 302 

network to evaluate fingermarks given activity level propositions. In the discussion, we will 303 

elaborate on how probabilities can be assigned to the nodes and we propose topics for further 304 

research that will give substance to these probability estimations.  305 

 306 

3.1 Case example 1: nature of the activity disputed 307 

                                                
3 https://www.hugin.com 
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3.1.1 Background information 308 

Consider the balcony case example we described in the introduction. The police found a grip 309 

of fingermarks on the railing of the balcony, which leads to the assumption that the 310 

perpetrator entered the apartment via the balcony. The suspect, found through a database 311 

search, claims that his fingerprints are not left on the balcony due to an unauthorized intrusion 312 

via the balcony, but during a legal visit to the woman when leaning on the railing while 313 

smoking a cigarette. The dispute of the defense is aimed at the nature of the activity [26], 314 

resulting in the following activity level propositions:  315 

Hp: S climbed the balcony and did not lean on the railing. 316 

Hd: S leaned on the railing and did not climb the balcony.   317 

Following the process described by Taylor, Biedermann, Hicks and Champod [27], we 318 

constructed the Bayesian network shown in Figure 1, using the same coloring scheme. 319 

Sections 3.1.2 - 3.1.7 describe the nodes, the dependencies and the considerations for the 320 

states of each node. We constructed this network to evaluate a positive result, e.g. a 321 

fingermark found on a surface. If no marks are recovered, the proposed Bayesian network 322 

would only consist of nodes [1] to [5], since determining the findings [6] to [12] is 323 

impossible.  324 

 325 
Figure 1: Bayesian network for the evaluation of fingermarks at activity level in case example 1. 326 

 327 

3.1.2 Node [1] Propositions  328 

The black node Propositions in Figure 1 represents the main activity level propositions. This 329 

node has two states, Hp and Hd, representing respectively the proposition of the prosecution 330 
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and the defense. Assignment of the prior probabilities is generally outside the domain of the 331 

forensic scientist. For the purpose of this example, we have assigned equal prior probabilities 332 

to each proposition (Table 1).   333 

 334 

Propositions Probability 

Hp: S climbed the balcony and did not lean on the railing.  

Hd: S leaned on the railing and did not climb the balcony.  
Table 1: Prior probability table for the node [1] Propositions in Figure 1.  335 

 336 

3.1.3 Nodes [2] S climbed the balcony and [3] S leaned on the railing 337 

The propositional node implies two activity nodes: S climbed the balcony and S leaned on the 338 

railing, denoted blue in Figure 1. We defined the states ‘true’ and ‘false’ to both nodes. The 339 

probabilities of the states of node S climbed the balcony (Table 2) and node S leaned on the 340 

railing (Table 3) are conditioned on the states of node propositions. Table 2 shows that given 341 

that Hp is true, the node S climbed balcony is true with probability  and false with 342 

probability . If Hd is true, the node S climbed the balcony is true with probability 343 

 and false with probability . For the probability table of node S leaned on the 344 

railing shown in Table 3, the reverse holds.  345 

 346 
Propositions Hp Hd 

S climbed the balcony: 

True   

False   

Table 2: Conditional probability table for the node [2] S climbed the balcony in Figure 1. 347 

 348 
Propositions Hp Hd 

S leaned on the railing: 

True   

False   

Table 3: Conditional probability table for the node [3] S leaned on the railing in Figure 1. 349 

 350 
3.1.4 Nodes [4] Fingermarks S through climbing and [5] Fingermarks S through leaning 351 

As a result of the activities climbing or leaning, fingermarks ended up on the railing. In Figure 352 

1, the mechanisms by which the activities lead to the findings are represented by the yellow 353 
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nodes Fingermarks S through climbing and Fingermarks S through leaning, both with states 354 

‘true’ and ‘false’. Within these nodes, the combined probabilities of transfer, persistence and 355 

recovery of the fingermarks as a result of the proposed activities are considered.  356 

Table 4 shows the conditional probability table for the node Fingermarks S through climbing. 357 

This node depends on the activity node S climbed the balcony. Given that S climbed the 358 

balcony is true,  denotes the probability to obtain fingermarks given the activity climbing. 359 

This incorporates the probabilities for transfer, the persistence and the recovery of 360 

fingermarks on the railing through climbing. From the fact that the states of nodes are 361 

mutually exclusive and exhaustive follows that the probability that there is no transfer, 362 

persistence and recovery of fingermarks through climbing is equal to . The probability 363 

table for the node Fingermarks through leaning is constructed in an equal manner.  364 

 365 
S climbed the balcony True False 

Fingermarks through climbing: 

True  0 

False  1 

Table 4: Conditional probability table for the node [4] Fingermarks S through climbing in Figure 1. 366 

 367 
3.1.5 Node [6] Direction 368 

One aspect we can observe from the recovered fingermarks is their direction. The node for 369 

this variable is shown by the color red in Figure 1. Before the direction of the fingermarks can 370 

be determined, the transfer, persistence and recovery of the fingermarks had to be successful, 371 

which means that the node Direction in the network is dependent on the probability to obtain 372 

fingermarks under the alleged activities. This is shown in Figure 1 by drawing an arrow from 373 

Fingermarks through climbing and Fingermarks through leaning to the node Direction.  374 

There are multiple options to define the states of the node Direction; theoretically, every 375 

angle could be a separate state. In our case example, we chose to define two states for the 376 

direction of the fingermarks: the fingermarks are pointing inwards (to the house) and the 377 

fingermarks are pointing outwards (away from the house). The conditional probability table 378 

of the node Direction is shown in Table 5. Assume that fingermarks through climbing is true 379 

and fingermarks through leaning is false, the probability to find inward pointing fingermarks 380 

is denoted by . 381 
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 382 
Fingermarks through climbing True False 

Fingermarks through leaning True False True False 

Direction of fingermarks: 

Inwards *   * 

Outwards *   * 

Table 5: Conditional probability table for the node [6] Direction in Figure 1. (*) denotes the fact that these probabilities 383 
represent situations which will not occur because the activities climbing and leaning are mutually exclusive in our example, 384 
and the network is not constructed to evaluate the absence of fingermarks.   385 

 386 

3.1.6 Node [7] Location 387 

Similar to the node Direction, the node Location is dependent on the nodes Fingermarks 388 

through climbing and Fingermarks through leaning, as shown by the arrows between these 389 

nodes and the node Location in Figure 1. In our case example, we assume that there is no 390 

direct dependency between the variable Location and the variable Direction. The probability 391 

to find the fingermarks on a particular location on the railing does not directly depend on 392 

whether the fingermarks are placed inwards or outwards and vice versa; they both directly 393 

depend on the activity that is carried out.  394 

 395 
Figure 2: Top view of the balcony in scenario 1.  396 

 397 

Figure 2 shows the top view of the balcony. During the investigation, it was determined that 398 

the only way to climb the balcony is via the drain pipe located on the left side of the balcony. 399 

For the states of the node Location, we decided to divide the railing into four areas: the left 400 

beam, the middle/left beam (with planter), the middle/right beam and the right beam, as 401 

shown in Figure 3. Again, there are many ways to choose the possible states. For this 402 

scenario, we consider dividing the railing into these four areas appropriate given the structure 403 

and setup of the balcony. The left side is screened off by the door when open, the planter 404 

shields the railing and the four surface areas are approximately equal.  405 
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 406 
Figure 3: The four different areas representing the states of the node ‘Location’ in Figure 1.   407 

The probability table for the node Location is shown in Table 6. Since there are four possible 408 

states, we denoted the probabilities of the states left, left/middle, right/middle and right in 409 

case Fingermarks through climbing is true and Fingermarks through leaning is false with 410 

and . The probabilities in case Fingermarks through climbing is 411 

false and Fingermarks through leaning is true are denoted with and 412 

.  413 

 414 
Fingermarks through climbing                  True           False 

Fingermarks through leaning True False True False 

Location of fingermarks: 

Left * 
  * 

Middle/left *   * 

Middle/right *   * 

Right *  ) * 

Table 6: Conditional probability table for the node [7] Location in Figure 1. (*) denotes the fact that these probabilities 415 
represent situations which will not occur because the activities climbing and leaning are mutually exclusive in our example, 416 
and the network is not constructed to evaluate the absence of fingermarks.   417 

 418 

3.1.7 Node [8] Area of friction ridge skin with sub-nodes [9] Which hand, [10] Palm, [11] 419 

Fingers and [12] Thumb 420 

Given that it is known that the suspect left the fingermarks on the railing, the corresponding 421 

area of the hand that left the fingermarks can be determined. The node Area of friction ridge 422 

skin with its sub-nodes Which hand, Palm, Fingers and Thumb are used to incorporate the 423 

variable area of friction ridge skin that left the fingermarks, as discussed in section 2.2.4.  424 

In our case example, we chose to divide the hand that left the fingermark(s) in three areas: the 425 

palm, the fingers and the thumb. Within the nodes Palm, Fingers and Thumb, the part of the 426 

hand that left the marks can be specified. Each node has two possible states: ‘true’ and ‘false’. 427 

Whether the marks came from the right or left hand can be specified within the node Which 428 

hand, also with possible states ‘true’ and ‘false’. All these nodes are connected to the 429 

summary node Area of friction ridge skin, that combines all the information provided in the 430 
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previous nodes. In this node, the probability of all possible combinations of the states of the 431 

nodes Which hand, Palm, Fingers and Thumb is summarized. 432 

In some cases, differentiation between each finger or even between specific areas on the hand 433 

may be more appropriate since the probability of occurrence of certain areas may differ 434 

between the alleged activities. A direct result of defining smaller areas on the hand is that the 435 

number of states for the node Area of friction ridge skin increases substantially, since each 436 

combination of the specified areas for each hand should be assigned a probability. For 437 

example, dividing the hand into six regions (five fingers and a palm) and accounting for the 438 

possibility that the left or the right hand is used, already results in 126 combinations. 439 

Assigning probabilities to all these separate combinations may become a difficult task. Since 440 

in our case example, we expected the probabilities to observe fingermarks of a specific finger 441 

to differentiate between climbing and leaning, we choose the three states ‘palm’, ‘fingers’ and 442 

‘thumb’. Table 7 shows the probability table for the node Area of friction ridge skin. From 443 

this table, we can observe that a differentiation of 3 areas of the hand results in 14 possible 444 

states to which probabilities have to be assigned, varying from the probability to observe only 445 

the left-hand palm, to observing the combination of the right-hands’ fingers, palm and thumb. 446 

We did not take into account combinations of the right and the left hand, since we limited our 447 

network to one grip of fingermarks for which it is assumed the fingermarks are deposited by 448 

one hand.449 
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 450 
Fingermarks through climbing                  True           False 

Fingermarks through leaning True False True False 

Area of friction ridge skin: 

Left – Palm * 
  * 

Left – Fingers *   * 

Left – Thumb *   * 

Left – Palm – Fingers *   * 

Left – Palm – Thumb *   * 

Left – Fingers – Thumb *   * 

Left – Palm – Fingers - Thumb *   * 

Right – Palm *   * 

Right – Fingers *   * 

Right – Thumb *   * 

Right – Palm – Fingers *   * 

Right – Palm – Thumb *   * 

Right – Fingers – Thumb *   * 

Right – Palm – Fingers - Thumb *   * 

Table 7: Conditional probability table for the node [8] Area of friction ridge skin in Figure 1. (*) denotes the fact that these 451 
probabilities represent situations which will not occur because the activities climbing and leaning are mutually exclusive in 452 
our example, and the network is not constructed to evaluate the absence of fingermarks.   453 

 454 

3.2 Case example 2: actor that carried out the activity disputed  455 

3.2.1 Background information 456 

Consider the same scenario as described in case example 1, but instead of claiming that the 457 

climbing did not take place, the suspect claims that someone else must have climbed the 458 

balcony. He states that he visited the apartment a week earlier on invitation by the woman and 459 

smoked a cigarette on the balcony while leaning on the railing. The woman confirms the 460 

information that S visited a week earlier. The dispute of the defense is now aimed at the actor 461 

of the activity [26], resulting in the following activity level propositions (defined as such in 462 

node [1] Propositions in the Bayesian network shown in Figure 4):  463 

Hp: S climbed the balcony and S leaned on the railing. 464 

Hd: U climbed the balcony and S leaned on the railing.  465 

The police still found only one grip of fingermarks. However, this situation is different from 466 

case example 1 since if the fingermark grip belongs to S, the probability that there are no 467 
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fingermarks found of an unknown individual have to be taken into account. This resulted in 468 

the Bayesian network shown in Figure 4.  469 

 470 
Figure 4: Bayesian network for the evaluation of fingermarks at activity level in case example 2.  471 

 472 

3.2.2 Nodes [2] U climbed the balcony, [3] S climbed the balcony and [4] S leaned on the 473 

railing 474 

The propositions now imply three activities, which are defined with the nodes U climbed the 475 

balcony, S climbed the balcony and S leaned on the railing, each with states ‘true’ and ‘false’. 476 

Tables 8-10 show the probability tables for these nodes. For example, in Table 8, given that 477 

Hp: S climbed the balcony and S leaned on the railing is true, the probability for the state 478 

‘true’ of the node U climbed the balcony is  and the probability for the state ‘false’ is .  479 
Propositions Hp Hd 

U climbed the balcony: 

True   

False   

Table 8: Conditional probability table for the node [2] U climbed the railing in Figure 4. 480 

 481 
Propositions Hp Hd 

S climbed the balcony: 

True  0 

False   

Table 9: Conditional probability table for the node [3] S climbed the railing in Figure 4. 482 

Propositions Hp Hd 

S leaned on the railing: 
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True   

False   

Table 10: Conditional probability table for the node [4] S leaned on the railing in Figure 4. 483 

3.2.3 Nodes [6] Fingermarks U through climbing, [7] Fingermarks S through climbing and 484 

[8] Fingermarks S through leaning 485 

The three different activities each imply a different process by which fingermarks were 486 

deposited and persisted on the railing, represented by the nodes Fingermarks U through 487 

climbing, Fingermarks S through climbing and Fingermarks S through leaning. These nodes 488 

have the states ‘true’ and ‘false’ and their probability tables are similar to the probability table 489 

for the node Fingermarks through climbing in case example 1, shown in Table 4.  490 

 491 

3.2.4 Node [5] Background fingermarks U 492 

In case example 2, there is another mechanism possible that needs to be considered: 493 

fingermarks of one or more unknown persons could already have been present prior to the 494 

activities that have taken place. This is denoted by the root node Background fingermarks U, 495 

denoted by the color grey in Figure 4, with states ‘true’ and ‘false’. Within this node, we 496 

consider the probability of observing background fingermarks on the railing that are not a 497 

result of the disputed activities. In case no unknown fingermarks were found besides the 498 

fingermarks of S, the background node will be in state ‘false’ with a probability .  499 

 500 

3.2.5 Nodes [9] Marks of U present and [10] Marks of S present 501 

This section still focuses on one grip of fingermarks deposited during one hand placement, 502 

there are only two options for the source of the fingermarks: the fingermarks are from an 503 

unknown person U or the fingermarks are from S, denoted by the findings nodes Marks of U 504 

present and Marks of S present. Both nodes have states ‘true’ and ‘false’. The arrow between 505 

these nodes represents the dependency between them: if Marks of S present is true, Marks of 506 

U present cannot be true.   507 

The probability tables for the nodes Marks of S present and Marks of U present are shown in 508 

Tables 11 and 12. The node Marks of S present depends on the two nodes Fingermarks S 509 

through climbing and Fingermarks S through leaning. Table 11 shows that if one of these 510 

nodes is in state ‘true’, the probability that there are marks of S present is . If both of these 511 

nodes are in state ‘false’, there is a probability of that there are marks of S present. The node 512 

Marks of U present depends on three nodes: Fingermarks U through climbing, Background 513 

fingermarks U and Marks of S present. Table 12 shows that if the node Marks of S present is 514 
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true, the probability that there are marks of U present is false. This is because we focus on one 515 

grip of fingermarks left during one placement.  516 

Fingermarks S through climbing True False 

Fingermarks S through leaning True False True False 

Marks of S present: 

True     

False     
Table 11: Conditional probability table for the node [10] Marks of S present in Figure 4.  517 

 518 
Fingermark U through climbing True False 

Background fingermarks U True False True False 

Marks of S present True False True False True False True False 

Marks of U present 

True * * *  *    
False * * *  *    
Table 12: Conditional probability table for the node [9] Marks of U present in Figure 4. (*) denotes the fact that these 519 
probabilities represent situations which will not occur because the activities climbing and leaning are mutually exclusive in 520 
our example, and the network is not constructed to evaluate the absence of fingermarks.   521 

 522 

3.2.6 Finding nodes [11] to [17] 523 

The nodes Direction, Location, and Area of friction ridge skin are defined the same way as 524 

described in previous sections 3.1.5 – 3.1.7, with an additional arrow from the nodes 525 

Background fingermarks U and Fingermarks U through climbing. The nodes Which hand, 526 

Palm, Fingers and Thumb are defined exactly the same way as described in section 3.1.7. An 527 

example of the probability table for the node Direction in Figure 4 is shown in table 13. 528 
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Background 

fingermarks U 
True False 

FM U through climbing True False True False 

FM S through climbing True False True False True False True False 

FM S through leaning True False True False True False True False True False True False True False True False 

Direction: 

Inwards * * *  * * *  * * *  *   * 

Outwards * * *  * * *  * * *  *   * 

Table 13: Conditional probability table for the node [11] Direction in Figure 4. (*) denotes the fact that these probabilities represent situations which will not occur because the activities 530 
climbing and leaning are mutually exclusive in our example, and the network is not constructed to evaluate the absence of fingermarks.   531 
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3.3 Case example 3: multiple grips  532 

3.3.1 Background information 533 

Often there is more than one grip of fingermarks found on an item. Suppose that in addition to 534 

the first grip, another grip is found on the railing. Again, the suspect claims that he visited the 535 

apartment a week earlier and leaned on the railing of the balcony and this information is again 536 

confirmed by the woman. The propositions brought forward by the prosecution and the 537 

defense are the same as used for case example 2: 538 

Hp: S climbed the balcony and S leaned on the railing. 539 

Hd: U climbed the balcony and S leaned on the railing.  540 

Now the Bayesian network should account for two grips, resulting in the Bayesian network 541 

shown in Figure 5.  542 
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 543 
Figure 5: Bayesian network for the evaluation of two grips of fingermarks at activity level in case example 3. 544 
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3.3.2 Structure of the network  545 

The Bayesian network in Figure 5 consists of four ‘modules’. The network starts with a 546 

proposition node Propositions [1], followed by the nodes describing the alleged activities: U 547 

climbed the balcony, [3] S climbed the balcony and [4] S leaned on the railing. These nodes 548 

have the same setup as in case example 2. Below these nodes are two nearly identical 549 

modules that represent two distinct fingermark grips. The first grip of fingermarks is 550 

described by the nodes on the left-hand side of the network, indicated by (1). The second grip 551 

of fingermarks is described by the nodes indicated by (2). Between these two sub-networks is 552 

a module consisting of four green nodes that describe dependencies between the two traces. 553 

We consider conditional dependencies between the two traces based on the location of the 554 

marks, the direction of the marks and whether or not the two marks were left by the same 555 

hand since the findings may be dependent on these factors. We consider them conditionally 556 

independent from the propositions. We chose these dependencies since we consider that the 557 

probability of the two marks being from the same donor is higher when they are found at the 558 

same location, have the same direction and are left by two different hands, than if either 559 

location or direction differ (where locations within reach of both arms still have an increased 560 

probability for the fingermarks being from the same source). 561 

If the two grips are deposited during the same activity (holding the railing with both hands 562 

while climbing or leaning on the rail with both hands), there are two optional situations: the 563 

deposition of the two marks is strictly constrained in time, e.g. they must have been placed at 564 

the exact same moment during the same activity or the deposition of the two marks is less 565 

constrained in time and multiple interactions between hands and the railing took place during 566 

the same activity. To both situations, it applies that if the two fingermark grips are found in 567 

close proximity, this will influence the probability that they were left by the same individual, 568 

regardless of the activities defined in the propositions that led to their deposition.  569 

If we assume the two marks are strictly constrained in time and were left through the same 570 

activity, given the case circumstances, there is a high probability that they will have the same 571 

direction, since it is unlikely to place one hand inwards and one hand outwards when carrying 572 

out the same activity in the same moment in time. Furthermore, if the two marks were left 573 

through the same activity at the same time, they cannot have been left by the same hand.  574 

However, since both the activities leaning and climbing are a dynamic process, it is unlikely 575 

that this assumption holds. If multiple interactions between hands and railing may have taken 576 

place, it is not unlikely to find multiple marks of the same hand close together. Also, 577 

depending on how strict or broad the activities are defined in dynamics and time, it may be 578 
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considered equally probable to find the marks having the same direction or a different 579 

direction. With a very broad definition and multiple interactions with the railing over 580 

extended periods of time, only location is expected to be a dependent factor between the two 581 

marks.  582 

We have added four nodes to the network that model these dependencies. Node [31] Same 583 

direction? models whether both marks have the same direction or not (respectively state ‘true’ 584 

or ‘false’), and is dependent of the direction nodes for the two separate grips. If the direction 585 

of both grips is equal, the node Same direction? is in state true with a probability . 586 

Otherwise, the node Same direction? is in state false with a probability . Node [32] 587 

Same location? models whether both marks have the same location. The states of this node 588 

consist of all possible combinations of the states for the nodes Location (1) and Location (2), 589 

which results in ten combinations. If Location (1) is left and Location (2) is left, the node 590 

Same location? is in state ‘left-left’ with a probability of   Choosing for two possible 591 

states ‘true’ and ‘false’ is also a possibility. However, in this case the proximity of two 592 

consecutive beams cannot be taken into account in the node [34] Same source. The 593 

dependency between two hands is modelled within the Node [33] Same hand?, with states 594 

‘true’ and ‘false’.  If Which hand (1) and Which hand (2) are both left, the node Same hand? 595 

is true with a probability of The node [34] Same source? contains a probability table 596 

that holds the probabilities for the fingermarks being from the same donor based on their 597 

respective locations, direction and left or right hand setting. Additionally, node [23] Marks of 598 

S present (2) is now dependent on the node [34] Same source and node [20] Marks of S 599 

present (1) (in addition to nodes [11] and [12]).  600 

This network could be extended to a network that allows for the evaluation of more than two 601 

grips of fingermarks, by concatenating multiple sub-networks in the same way. When 602 

constructing such a network, possible new dependencies between variables describing 603 

different grips should be considered. A combined network accounting for multiple grips 604 

makes a complete analysis of all the fingermarks present on an item possible. 605 
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 606 

4.  Discussion and conclusion 607 

In this paper, we have described a framework for the evaluation of fingermarks given activity 608 

level propositions with the use of Bayesian networks. We provided an overview of the current 609 

state of knowledge of the variables that provide information on fingermarks given activity 610 

level propositions, followed by an implementation of these variables in a Bayesian network 611 

using three case examples. The resulting networks enables the evaluation of (multiple) 612 

fingermark grips present on an item given propositions that dispute the activity that was 613 

carried out or given propositions that dispute the actor that carried out the activity.   614 

The Bayesian networks proposed in this paper could function as basic networks for the 615 

evaluation of fingermarks, with the possibility to be modified according to specific case 616 

circumstances. Furthermore, parts of the network may function as building blocks to create 617 

new networks for items other than a balcony railing, to evaluate fingermark grips given 618 

activity level propositions. Another advantage of using of Bayesian networks is that it makes 619 

the process of evaluation of the findings explicit. The network can be used as a tool to discuss 620 

the selected variables, the dependencies between them and the probabilities used, resulting in 621 

open discussions in court.  622 

The principles discussed in this paper are meant to be used as a guideline to help forensic 623 

scientists make well-considered choices depending on the case at hand. The proposed list of 624 

variables is a recommendation: it depends on the case circumstances which variables may be 625 

important to consider. The choice of the states of the variables also depends on the case 626 

circumstances, the possibilities to objectively measure the possible states and the feasibility of 627 

assigning probabilities to the states. These factors need to be carefully considered when 628 

selecting the states of the nodes. Similarly, we proposed dependencies between the variables 629 

based on our case example, which should be reconsidered when applying the framework to a 630 

different case example.  631 

The final step to complete a Bayesian network is to assign probabilities to the nodes [28]. 632 

According to Taylor, Kokshoorn and Biedermann [29], a forensic scientist has a number of 633 

options to do this (mentioned in order of preference): perform experiments by simulating the 634 

case circumstances, use values reported in literature from studies using similar case 635 

circumstances and outline the differences when reporting, consider a range of reasonable 636 

values and examine the sensitivity of the LR (see [30]), assign values based on the expert’s 637 

experience or knowledge, or not carry out an evaluation. For fingermarks, the current 638 

situation is that evaluations of fingermarks given activity level are not carried out by forensic 639 



Page 29 of 33

Acc
ep

te
d 

M
an

us
cr

ip
t

 
 

29

experts. This leaves the evaluation of fingermarks given activity level propositions up to the 640 

court although the forensic scientist has the specialized knowledge regarding the variables 641 

that is required to properly assign probabilities [29].  642 

In the field of forensic biology, an increasing body of literature is available that aids in 643 

understanding the factors influencing transfer, persistence and recovery of DNA in relation to 644 

activities (see for example [31, 32]). These studies involve experiments in which participants 645 

carried out activities that resulted in touching surfaces or items, and factors like transfer and 646 

persistence were evaluated in relation to the activities performed. The study of fingermarks in 647 

time and space would benefit from similar experimental designs. Experiments into 648 

probabilities of transfer, persistence, recovery, direction, location of fingermarks, or what 649 

fingers are used when carrying out different activities with a particular item would help 650 

forensic scientists to assign probabilities to these variables in cases with similar case 651 

circumstances. Although the obtained probabilities may not always be directly applicable to 652 

other cases, the experimental data may still contribute to a scientific knowledge base [29] and 653 

may contribute to a better understanding of the general mechanisms of fingermark dynamics.  654 

Other recommendations for further research are designing methods to objectively measure a 655 

specific variable. For example, there is no method available to objectively measure the 656 

direction of a fingermark on a surface. Another example is the variable transfer: how do we 657 

measure the transfer of a fingermark to a surface as a result of an activity? Nowadays, 658 

fingermarks can be scored (for example by the CAST scale [14]) to compare the quality for 659 

individualization purposes. However, the quantity of fingermarks transferred to a surface may 660 

also provide information on activity level. These examples show that for some variables 661 

describing fingermarks at activity level, a clear definition or method to measure the variable is 662 

required before the variables can be described by case specific experiments.  663 

With this paper, we want to initiate a discussion about the evaluation of fingermarks given 664 

activity level propositions. Until now, this topic has barely been touched upon, possibly 665 

because the necessity is not acknowledged. However, an evaluation of fingermarks given 666 

source level propositions does not always amount to the activity [9]. In these cases, an 667 

evaluation of the fingermarks given activity level propositions could affect the strength of the 668 

evidence within the case circumstances. We hope this paper will lead to new perspectives on 669 

this topic and stimulates opportunities for further research. 670 
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Highlights 

 

- This paper explores the evaluation of fingermarks given activity level propositions  

 

- Variables providing information on fingermarks at activity level are studied 

 

- Bayesian networks are provided for three case examples 

 

- Directions for further research on fingermarks at activity level are presented 
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